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EXTENDED ABSTRACT

Technology and digital-based services are an integral part of today’s life to personal and business networks.
One of these networks gained attention in the last years due to its growth rate: networks of Internet-of-
Things (IoT) devices. A smart home network is expected to consist of over 30 devices per person by 2030.
(Al-Sarawi et al. 2020)

On the one hand, IoT devices in such environments are prone to cyber-attacks and can be a security risk.
(e.g., Neshenko et al. 2019, Florez Cardenas, Mateo and Acar, Gabriel 2021) Penetration testing (pen-
testing) is one way to deal with such a risk and to test IoT devices for possible vulnerabilities. On the other
hand, IoT devices, such as in smart home environments, are often computationally capable. Smart TVs or
smart fridges, as examples, are equivalent in computational power to micocomputers like a Raspberry Pi.
Further, they often run fully functional operating systems, which makes them capable of running state-of-
the-art network services and actions. These two aspects combined make IoT devices possible targets for
attacks and actors of security pen-testing simultaneously. Using IoT devices as pen-testing devices appears
feasible in view of the fact that IoT devices in a smart home are often only used for a fraction of a time and
could use spare computational power for other tasks. An example would be a smart washing machine which
is only used for a few hours a week and is idle for the rest of the time.

Traditionally, pen-testing is a highly structured and human-based activity. (Shebli and Beheshti 2018) As-
pects of pen-testing can be automated. However, human-in-the-loop and human-on-the-loop are the stan-
dards for pen-testing scenarios. Human-out-of-the-loop and, therefore, autonomous pen testing is done in
research environments but still in an early state (e.g. Standen, Maxwell and Lucas, Martin and Bowman,
David and Richer, Toby J. and Kim, Junae and Marriott, Damian 2021, Campbell 2022). Research gaps
are the multi-agent for swarm-based pen-testing and pen-testing by IoT devices themselves. This work-in-
progress will target this gap and evaluate the feasibility and performance of swarm-based pen-testing of IoT
devices by IoT devices.

To conduct this research, a network simulator is currently in development. This constructive multi-agent
simulator will be published under MIT license and is also used by other research currently in progress. The
simulator can simulate a network of agents (network devices) with a simplified pen-testing action space.
Agents can detect active devices, open ports, and active services in the network and perform pen-testing ac-
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tions on these devices. Detected vulnerabilities are reported to the simulation environment and can be used
to analyze applied algorithms and tactics. Currently, the simulator includes a single-agent linear pen-testing
agent mimicking human pen-testing behavior and a multi-agent swarm-based pen-testing non-optimized
algorithm utilizing queues. A nature-based optimization algorithm utilizing Particle Swarm Optimization
(PSO) is in development. This work aims to compare the performance and feasibility of these three algo-
rithms on a simulated smart home /24 subnet network and on the scale of a larger /20 subnet smart building,
e.g., an office building. Results so far show the superiority of the queue-based swarm algorithm over the
linear pen-testing algorithm and the detection of simulated vulnerabilities on a smart home level for both
algorithms.

Near-term, this work can lead to establishing multi-agent and swarm-based distributed pen-testing in re-
search. Long-term, this work can lead to safer smart homes and IoT networks and the use of existing
resources to achieve this goal without adding to existing infrastructure and hardware.
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